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????????????? URL??? URL?????????????????????
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??????Google ?? goo.gl, Bitly ?? bit.ly, TinyURL ?? tinyurl.com,
HootSuite ?? ow.ly, MEMSET Hosting ?? is.gd,Twitter ?? t.co ??? 6 ????
URL?????????????? URL???????????? 3.1?????????
Service Owner API Maintenance URL
goo.gl Google 3 3
bit.ly Bitly 3 3
tinyurl.com TinyURL 7 7
ow.ly HootSuite 3 7
is.gd MEMSET Hosting Only create 7
t.co Twitter 7 7
? 3.1 ??? URL???????
goo.gl??Google???????????????API???????????????
??????????????????????????????????????????
??????????????????????????????????????????
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? 3. ?? URL????????
????????????Google API Console? Google????????????????
???? API????????? URL???? LongURL???????????????
???????????????????????? API????????????????
??? (? IP)????????????????????????????? 86,400???
??????????????????????? IP??????????????????
??????????????????????????????????????
bit.ly ? goo.gl ????API ??????????????????????????
?????API ????????????? 100 ?????????? 1,000 ??????
??????bit.ly ??? URL ????"+"??????????????????????
????
tinyurl.com????????? URL??????API??????????????
???????????????preview.tinyurl.com/?? URL??? URL????
?????????????? LongURL ????????????goo.gl ? tor ????
???????? IP?????????????????????? tinyurl.com?? tor
???????????????????????
ow.ly??????????????????API??????????????????
???????????????????????? goo.gl ? bit.ly ????API ??
???? 20???????? 100,000?????????
is.gd??????????????????????????????????????
?????????????????????API? LongURL??????????????
??? Location????????
t.co ?????? URL ????????Twitter ????? SNS ??????????
???? URL ?????????????????? URL ??????????????
t.co???????
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? 4? ??
??????????? URL????????????????? URL???
????????????? FQDN? URI??????? URL????????
???? URL??????????????
4.1 ?????? URL
?????? URL????? 4.1????
?? URL???? ??? ???
goo.gl ???? (API) 13,705,868
????? (API) 860,534
bit.ly ?????? 30,829
??????? (googlePlus) 83
tinyurl.com ???? (????????) 476,193
ow.ly ???? (HEAD?????) 383,830
is.gd ???? (HEAD) 224,867
???? (HEAD) 317
t.co ????? API 444,349
??????? (twitter) 877
? 4.1 ???? URL???
?????????????? URL ??????????????? URL ????
LongURL??????t.co??10,119,340???? URL???????LongURL????
????????? 444,394?????????????????????
goo.gl ? API ???????????????????????? API ???????
?? 13,705,868??????????????????????????????????
?? 10,905,075??????????? REMOVED??????????? 2,800,793??
? 4. ??
?????? URL??????????? URL????????????goo.gl????
?????? URL ?????????????????????????????????
?????? URL??????????????????????????????????
????????????????????? REMOVED???MALWARE?PHISHING?
?????????????????????????????????
bit.ly???? 5???? 1,601,200???????????????????????
????? URL ? 860,534 ????? bit.ly ? API ????????????? API ?
?????????????? API???????????????????????? API
????????????????????????????? head??????????
?????
tinyurl.com ? HEAD ?????????????????????????????
??????????????????????????
ow.ly, is.gd????? 50,792 , 224,967? URL?????????????????
?????????
t.co????? URL?????4?????????????????????????
??????????????????t.co??? URL????????????????
??? 10???????
??????????????????? googlePlus ? Twitter ??????? ????
googlePlus?????????????????????????????Twitter?????
???????????Twitter ????????????????Twitter ????????
API?????????????????????????Twitter???????? API??
API????????????????????????????????
4.2 ????? URL? FQDN
???????? URL ????? LongURL ? FQDN ??????FQDN ??????
??????????????????????? A.1 ? goo.gl ??? URL ????
LongURL ? FQDN ??????? FQDN ?????? Facebook, Youtube, Google ???
???????????????????1.1 ???????? google ??????? URL
????????????????????????????????? goo.gl? bit.ly
?????? URL??????????????????????????????? URL
???????????????????????????????google????????
google map? photo???? URL??????? URL?????????????????
???? URL?????? goo.gl?????????????????????????
??????????????????????????????????????????
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4.2. ????? URL? FQDN
??? URL???????????????????
ow.ly, is.gd???????????????????????? A.1??????
FQDN ??? FQDN ??
www.youtube.com 466,441 jumppath.com 60,934
apps.facebook.com 403,247 feedproxy.google.com 58,954
nnm.ru 372,029 www.sgrab.ru 54,756
twitter.com 285,154 www.es-noticia.com 52,817
www.facebook.com 253,874 www.flickr.com 47,616
www.google.com 140,182 www.trouw.nl 42,641
www.extremaduraaldia.com 101,298 maps.google.com 41,815
goo.gl 94,085 www.extremaduraaldia.tv 40,629
www.jolatefri.com 79,980 www.orkut.com.br 37,903
bit.ly 69,731 docs.google.com 37,223
? 4.2 goo.gl? longURL?????? 20FQDN
???? bit.ly??? URL? LongURL? FQDN??? 20??? 4.3???????
??? goo.gl????twitter? google????????????????????????
FQDN ??? FQDN ??
twitter.com 33,783 my.saynow.com 7,336
friends.myspace.com 24,585 www.saynow.com 5,942
www.youtube.com 21,927 myloc.me 4,577
lolquiz.com 21,015 mp3.3gp.fm 4,231
www.facebook.com 20,279 twitrss.dyndns.org 4,204
fun140.com 20,240 www1.tour.ne.jp 3,938
feedproxy.google.com 17,656 rover.ebay.com 3,740
justsignal.com 16,464 www.etsy.com 3,651
news.google.com 9,924 www.booking.com 3,290
www.google.com 8,109 blip.fm:80 3,087
? 4.3 bit.ly? longURL?????? 20FQDN
???? t.co ??? URL ? LongURL ? FQDN ??? 20 ??? 4.4 ????t.co ?
???? goo.gl ? bit.ly ????????????????????????????
??????????????? URL??????????????????? URL???
??????????????????????????????????????????
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? 4. ??
twitter.com??????????????????????? URL?????????
????????????????1.1 ???????? SNS ??????? URL ????
?????????????goo.gl ? bit.ly ?????????? URL ???????
bit.ly? t.co? docs.google.com?????????bit.ly??? 86????? URL
???? 275? (0.03%)? LongURL? docs.google.com??????t.co?? 44????
? 20? (0.003%)? 10?? 1?????????????
FQDN ??? FQDN ??
twitter.com 381,621 ow.ly 800
bit.ly 6,248 lin.ee 550
goo.gl 2,904 tinyurl.com 386
dlvr.it 2,697 v.ht 379
ift.tt 2,464 www.instagram.com 313
cards.twitter.com 1,318 www.youtube.com 295
bnent.jp 1,096 amzn.to 278
youtu.be 891 www.bigo.tv 247
buff.ly 842 dld.bz 237
goat.app.link 839 www.liveme.com 216
? 4.4 t,co? longURL?????? 20FQDN
4.3 ????? URL?????????
?? URL ? LongURL ????????????? 4.5 ????html ? php ??? Web
????????????png? jpg?pdf???????????????????????
????? rar,? zip?????????? wmv???????????????
4.4 ????? URL? URI????
????? URL ? URI ?????????????????? 4.6 ????goo.gl ?
http????????????????data:? mailto:???????????????
4????????????bit.ly? tinyurl.com?is.gd???? URI??????
???????? 3.2.3???????? dataURI??????????
28
4.5. ?? URL??? URL
goo.gl bit.ly
??????? ??? ??????? ??
html 1,892,606 html 138,703
php 1,102,618 php 102,509
jpg 275,537 cfm 29,129
aspx 245,839 aspx 23,835
htm 244,170 asp 15,161
asp 140,118 htm 11,883
jsp 97,506 jpg 5,166
shtml 82,755 shtml 4,069
pdf 33,777 jsp 1,805
png 33,642 cgi 1,226
? 4.5 goo.gl? longURL?????? 20????????
???? ????? URI?????
goo.gl http, https, ftp, rtsp
bit.ly http, https, file, ftp, chrome, feed, res, mms, itms, market
tinyurl.com http, https, file, ftp, res, mms, mailto, news, about, aim, rtsp, data,
ms-help, telnet, view-source, ed2k, callto, hxxp, gopher, view-source,
itms
ow.ly http, https
is.gd http, https, ftp, mailto, feed, file, chrome, mms, rtsp, irc, ed2k, web-
cal, teamspeak? xmpp, aim, telnet, gtalk
t.co http, https
? 4.6 ????? URL??????? URI????
4.5 ?? URL??? URL
?????????? URL????? URL?????????????????????
?? URL????????????????????? VirusTotal??????VirusTotal?
??????????????????????????????????????????
???????????????VirusTotal ??????Web ???? URL ???????
??????????????????????????????????????????
???VirusTotal ? API ??????????? API ? 1 ??? 4 ???????????
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? 4. ??
?????????????? API ?????????????????????????
??????????? URL ????????????????????????????
??????????????????????????????? URL?????????
?????????????????? VirusTotal???????????????spamhaus
? phishtank???????????????? malwaredomains?com?????????
malwaredomainlist.com?????????Blacklists UT1? adult, phishing, malware?
?????????????openphish.com ??????????????????????
??? [11, 12, 13, 14]??????? 4.7????
???? Malware & Phishing? VirusTotal Including Adult
VirusTotal
(Including Adult)
goo.gl 41 18 2,062 141
bit.ly 8 3 399 19
tinyurl.com 1 0 110 3
is.gd 1 1 130 5
ow.ly 1 0 125 7
t.co 2 0 93 3
? 4.7 ?? URL??? LongURL?????????????????????????
?????????????????????????????????????????
????VirusTotal??????????????
4.6 ????? URL? LongURL
4.2?????????????????????? URL???????????????
? URL ??????????????????? goo.gl,bit.ly, tinyurl.com ???
?????? URL??????????????????? URL? VirusTotal??????
?? 4.8????
? bit.ly ??????????? URL ??? LongURL ??? 18 ???? URL ?????
??goo.gl ???????? URL ?????????? URL ?????????????
??????????????????????goo.gl/NUFc? tinyurl.com/qxe123
????????tinyurl.com/qxe123? goo.gl/NUFc??????????????
??????? URL ????????? URL ????????????????????
??????????????????????????????????????????
URL????????????????????????????????????????
???????????????????
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4.6. ????? URL? LONGURL
??????? URL??????????? 327??????????
???? goo.gl? bit.ly tinyurl ???? Blacklist+VirusTotal
goo.gl 77,065 67,257 1,040 327 2
bit.ly 9 501 1,411 3 0
tinyurl 0 0 9,673 27 0
? 4.8 ???????? URL
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? 5? ??
?????????????????????????????????????
????????
5.1 ????????
FQDN ???????? URL ??????????????????????1.1 ???
??????Google??????????????????? URL???????????
??????????????????????????????????????????
???????????????????????????????????? 4.3????
FQDN? blip.fm??? URL? Virus Total???????????? 6????????
??????????????????????????????????????????
???????? suspicious ?????????????? URL ????????????
??????????????????????????????????? URL?????
? 20?????????????????????????.
? 4.4?? t.co? LongURL? FQDN???????????? FQDN????SNS?
?? URL??????????????????????????????????????
????????????????????????????????????
? FQDN???????3.2.1??????????? URL???????????????
?? URL??????????????????????????????????????
????? URL ??????????????????????????????????
???????????????? URL???????????? URL??????????
4.4???? URI????????????????http? https??? URI??????
?????????????? URL????? URL??????????? URL????
????????????????????????????URI????????????
??????????? ux.nu ?? mailto ????????? URL???????????
????????????mailto???????????????????????????
??????????????????????????????????????????
? 5. ??
URI??????????????? HTML??????????????????? (web
??????????????????)???? URL?????????????????
??? 4.6 ? tinyurl.com ??????? dataURI ?????????????????
? dataURI??????????? URL????????????????????? [9]?
dataURI???????????????????? URL???????? [10]??????
???? dataURI????????? bmp??????????dataURI?????????
??????????????????????????????????????????
?????????????????? URI?????????? URL?????????
??????????
URI??????????????????? dataURI????????? URI?????
??????????????????????????????????????????
???????? http? http??? URI????????????????????
4.5 ????? URL ??? URL ????????????????????? URL ??
????? URL ????????????? URL ???????????????Google
? API???? URL?????????MALWARE????????? PHISHING???
????????????????? VirusTotal ???????????? Google ????
??????????????????????? Web ????????????????
????????????????????????Google ? Google Safe Browsing ???
??????????????????????????????????????????
??????????????????????????????????????????
???? URL???????????????? URL?????????????????
????
Twitter ?????????? 44 ?? t.co ??? URL ?????????? VirusTotal?
???????????? URL?????????????????? 44?? Twitter??
???? API????? URL???????????????????? URL??????
????????????? 3???? URL????1?? Twitter??? URL??????
????? URL ??? https://twitter.com/safety/unsafe_link_warning ?
????????????Twitter??????????????????????? 2???
? URL???????? URL?????????????Twitter????????????
??????????????????????????????????????????
???????????????? URL????????????????
?? URL??????????? URL???????????????????????
??????????????????????????????????????????
??????????????????????????
4.6 ?????????????? URL ??????????Twitter ? t.co ??????
??????????? URL ????????????????????????????
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5.2. ??
??????? goo.gl? bit.ly?????????? URL????????? 3.2.5?
??????????????????????????????????????????
????????????????????????????????? URL ??????
??????? URL???????? URL?????? URL?????????????
????????????????? 327???????????????? URL????
?????????????????? VirusTotal????????????????????
????, ???? URL ????????????????????????????. ??
??????????????????????????????????????????
???????????????????????????????????????????
Twitter??????????????? URL??????????? Google? Bitly? API
????????????????? URL???????????????????????
?????????????? 3???????????????????????????
?????
????URL????????????URL???????????URL????????
???????????????????????????????????goo.gl????
??? http://tinyurl.com/42hmhr?????URL?????? http://nobrain.
dk/ ???????????????????????????goo.gl ?? http://
tinyurl.com/42hmhr??????????????????????tinyurl.com?
??????????????????????????????????????????
?????????????????????????????????? URL???? (?
??? URL????? SNS?)????????????????? URL????????
???? URL?????????????????????????????
5.2 ??
????????????????????? URL ?????????????????
??????????????????? URL ????????????????????
URL????????????????????????????????????????
????????????
??????????? URL?????????????????goo.gl???? 1,000?
??? URL????????????? URL?????????????????????
???????????????????????????
?? URL ????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????? URL??
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? 5. ??
????????????????????????????????????? URL???
????????????????? URL???????????????????????
??????????????????????????????????????????
???????????????????????????? URL????????????
?????????
5.3 ??
?? 3???????????
1?????????? URL????????????????????????????
?????? (?????)??????????????? URL????????????
????????????????????????? URL ??????????????
?????????????????????????????????????? URL??
????????
2?????? URL???????? URL?????????????????????
???? URL????????????????????????????????????
??????????????? URL????????????????????? URL?
?????????????????? URL???????????? URL???????
? URL???????????????????????????????????????
????? URL???????????????????????????????URL?
???????? https? http??? data????? mailto???????????????
??????????????
3?????????? URL????????????????????????????
URL????????????????????????????????????????
??????????????????????????????????????????
?????? URL???? URL???????????????
5.4 ?????
5.4.1 ??????? URL???????
????? 6 ???? URL ????????????????????????????
?? ???????????? 6 ???? URL ????????ux.nu, tiny.cc, v.gd, bit.do,
nsfw.in, t.cn, dwz.in, tr.im, clc.li ????? URL ????? HEAD ???????????
?????????? URL? expand?????????????????????????
????????????????? URL??????????????
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5.4. ?????
5.4.2 ?????????
????????? URL ?????????????????????????????
??????????????????????????????????????????
???? URL ???????????????????????????????????
????????? URL??????????????????????????? URL?
????????????? URL ??????????????????????????
? URL???????????????????????????????????????
??????????? (?????)?????????????????????????
??????????????????? URL ????????????????????
??? URL?????????????????????????? URL????????
???????????????????????????????????????????
??????? (??????????)?????????????????? URL????
???? ID,?????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????
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? 6? ???
???????? URL????????????????????????? URL???
??????? URL?????????????????????????6???? URL
??????? URL(Short URL)?????????? URL(Long URL)?????????
????????????????????? 1,600???? URL????????????
?????? URL???????? URL?????????
?????????????????????????? URL????????? URL?
????????????????????????? URL ??????????????
???????????????????????? URL????????????????
????????? URL ??????????????????????????????
?????????????? URL???????????????? URL???????
????????????? URL??????????????????????????
???????????????????????????????? URL ???????
? URL ??????????????????????????????????????
??????????????????????????????????????????
? URL???? 327???????????????????? URL??????????
URL ??? URL ?????????????????? URL ?????????????
URL??????????????????????
?? 3??????????1?????????? URL???????????????
?????????????????? URL?????????????????2????
?? URL???????? URL????????????????????????? URL
???????????3?????????? URL??????????????????
???
????????????????????????????????????? URL??
???????? URL ???????????????????????????????
??? URL????????? URL?????????????????????????
???????????????????????????????????
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?? A ?????? URL???
A.1 ?????? URL? FQDN
FQDN ??? FQDN ??
groups.google.com 29,444 www.compaq.com 7,001
story.news.yahoo.com 22,226 www.geocities.com 6,479
cgi.ebay.com 21,222 www.upi.com 6,177
www.amazon.com 18,335 maps.yahoo.com 6,064
tinyurl.com 13,728 photos.groups.yahoo.com 4,689
www.google.com 13,551 groups.msn.com 4,562
www.reuters.com 12,707 support.microsoft.com 4,487
www.mapquest.com 11,866 www.microsoft.com 3,905
www.nytimes.com 7,815 e.ccialerts.com 3,655
www.jpost.com 7,118 news.bbc.co.uk 3,622
? A.1 tinyurl.com? longURL?????? 20FQDN
?? A. ?????? URL???
FQDN ??? FQDN ??
www.youtube.com 6,323 www.last.fm 1,945
flickr.com 5,577 maplink.uol.com.br 1,936
github.com 4,461 www.amazon.com 1,840
g1.globo.com 3,372 www.nytimes.com 1,672
www.peabirus.com.br 2,891 maps.google.com 1,629
www.orkut.com 2,590 info.abril.com.br 1,548
euro2,008.phewse.com 2,556 youtube.com 1,383
twitter.com 2,229 www.palmnet.me.uk 1,324
en.wikipedia.org 2,210 www.google.com 1,221
earthquake.usgs.gov 2,125 www.estadao.com.br 1,188
? A.2 is.gd? longURL?????? 20FQDN
FQDN ??? FQDN ??
snipurl.com 20,865 us.rd.yahoo.com 3,086
www.youtube.com 8,113 www.amazon.com 3,058
movielanka.net 7,089 www.creatingwebsuccess.com 2,735
twitter.com 6,152 www.mailchimp.com 2,663
sn.im 5,147 mashable.com 2,559
www.pettalez.com 2,478 www.pettalez.com 2,478
www.facebook.com 3,970 www.nytimes.com 2,396
ow.li 3,914 news.bbc.co.uk 2,247
alexking.org 3,300 www.flickr.com 2,004
www.fixya.com 3,233 news.google.com 1,847
? A.3 ow.ly? longURL?????? 20FQDN.snipurl? sn.im????? URL????
????snipurl? virustotal??????????
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